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Abstract – This study presents a Hybrid Digital-Physical Risk Management Framework designed to enhance urban climate 

resilience through the integration of Industry 4.0 technologies. By combining real-time IoT sensor networks, AI-based predictive 

analytics, and blockchain-secured governance, the framework enables anticipatory risk detection, infrastructure adaptation, and 

decentralized disaster coordination. Applied to four climate-vulnerable cities in Türkiye Gaziantep, Mardin, Diyarbakır, and 

Adana the model demonstrated a 20% improvement in risk prediction accuracy, a 67% reduction in emergency response time, 

and a 35% increase in infrastructure resilience. AI models, including LSTM and CNN, were used for time-series forecasting and 

hazard classification, while digital twins simulated disaster impacts on urban systems. Results underscore the feasibility of 

deploying cyber-physical systems in mid-sized cities, despite challenges related to sensor coverage, data interoperability, and 

regulatory fragmentation. The framework offers a scalable, transferable solution for climate-adaptive urban governance, with 

significant implications for policy, infrastructure planning, and smart city transformation. Findings support broader application 

across other at-risk regions and highlight the need for ethical AI deployment, data transparency, and regulatory support. This 

work contributes a replicable model for future-ready cities seeking to operationalize digital intelligence for climate risk 

mitigation.   
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I. INTRODUCTION 

A. Background and Motivation 

Urban systems are increasingly exposed to complex and 

interlinked risks driven by climate change, posing significant 

challenges to public safety, infrastructure integrity, and long-

term sustainability. In particular, Southeastern Türkiye has 

emerged as a region of heightened vulnerability due to its 

exposure to diverse environmental threats such as extreme 

heat, floods, drought, and seismic activity [1]. The cities of 

Gaziantep, Mardin, Diyarbakır, and Adana each exemplify 

distinct but overlapping forms of climate and geophysical 

stress. These risks are compounded by rapid urbanization, 

aging infrastructure, and limited capacity for proactive risk 

management. 

Recent climate-related events in this region have had 

substantial economic and social consequences. For instance, 

Gaziantep experienced an intense heatwave in 2021, leading 

to infrastructure strain and energy system overload, with 

estimated damages of $500 million. In 2019, Adana was 

severely impacted by floods that displaced more than 10,000 

residents and caused $1.2 billion in damages [2]. Diyarbakır’s 

2016 earthquake resulted in $800 million in losses, particularly 

affecting its historic built environment. In Mardin, prolonged 

drought in 2013 led to a dramatic decline in agricultural output, 

costing approximately $600 million. These cases are 

summarized in Table 1, which highlights the recent disaster 

history of the case study cities. 

 

Table 1. Recent Climate-Related Disasters in Southeastern Türkiye (Last 20 Years) 

Year City Disaster Type Economic Damage ($) Human Impact Ref. 

2021 Gaziantep Heatwave $500M Infrastructure stress, increased energy 

demand 

[3] 

2019 Adana Floods $1.2B Displacement of 10,000+ residents [2] 

2016 Diyarbakır Earthquake $800M Damage to historical and residential 

buildings 

[4] 

2013 Mardin Drought $600M Severe water shortages, agricultural loss [5] 

In response to these escalating challenges, the smart city 

paradigm has emerged as a promising framework for 

enhancing urban resilience through digital innovation [6]. 

Smart cities leverage advanced information and 

communication technologies to improve the responsiveness, 

adaptability, and efficiency of urban systems. Within this 

paradigm, Industry 4.0 technologies including the Internet of 

Things (IoT), artificial intelligence (AI), and blockchain play 

a central role [6]. IoT devices allow for continuous, real-time 

environmental monitoring, enabling early detection of hazards 

such as seismic tremors, temperature anomalies, or water 

shortages. AI supports predictive analytics, capable of 

https://doi.org/10.36287/setsci.23.116.001
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synthesizing large datasets to forecast disaster risks with 

increasing precision. Blockchain technology, meanwhile, 

provides a secure and transparent infrastructure for data 

integrity, decentralized coordination, and automated 

governance through smart contracts [7]. 

Yet, despite their transformative potential, these 

technologies remain underutilized in many mid-sized urban 

centers in Türkiye. Municipal risk management still 

predominantly relies on traditional practices characterized by 

manually collected data, periodic assessments, and delayed 

emergency response mechanisms. The result is a system that 

is often reactive, fragmented, and technologically stagnant, 

leaving cities poorly equipped to manage rapidly evolving 

environmental risks [8]. 

To address this gap, the present study introduces a Hybrid 

Digital-Physical Risk Management Framework. This 

framework integrates real-time environmental sensing, AI-

driven risk forecasting, and blockchain-secured decision-

making into a unified system that is tightly coupled with 

physical infrastructure adaptation strategies. The model is 

designed to create a continuous loop between sensing, 

prediction, and response transforming urban systems into 

intelligent, adaptive environments capable of managing multi-

hazard risks dynamically and proactively [6]. 

By applying this framework to the cities of Gaziantep, 

Mardin, Diyarbakır, and Adana, the study demonstrates how a 

digitally augmented risk governance approach can enhance 

climate resilience across varying urban and environmental 

contexts. In doing so, it contributes to the broader discourse on 

sustainable urban transformation and offers a replicable, 

scalable pathway for integrating Industry 4.0 technologies into 

the daily operations of climate-vulnerable cities. The findings 

are intended to inform both scholarly inquiry and policy 

development, while also providing actionable insights for 

planners, engineers, and public officials seeking to align urban 

governance with the demands of an increasingly uncertain 

climate future [6]. 

B. Research Gap and Contribution 

Contemporary urban risk management frameworks, 

particularly in the context of climate-related and geophysical 

hazards, are often characterized by their reliance on traditional 

methodologies that are increasingly inadequate for the 

challenges posed by accelerating environmental change. In 

many cities across Türkiye, including those in the southeastern 

region, risk management practices predominantly depend on 

manually collected data, infrequent assessments, exposure to 

diverse environmental threats such as extreme heat, floods, 

drought, and seismic activity retrospective analysis grounded 

in historical trends. These approaches tend to be reactive rather 

than anticipatory, leaving urban populations and infrastructure 

vulnerable to rapidly unfolding disasters. [6] 

A critical limitation of these conventional systems lies in 

their fragmented structure and technological stagnation. There 

is a pronounced absence of integrated platforms capable of 

aggregating, analyzing, and responding to dynamic risk 

information in real time. Urban planning authorities frequently 

lack access to continuous environmental data streams, and 

even when data is available, it is seldom processed using 

advanced analytical tools. As a result, decision-making 

processes are delayed and often disconnected from on-the-

ground realities during high-risk events such as floods, 

heatwaves, droughts, or earthquakes. 

While the broader discourse surrounding smart cities and 

technological modernization has highlighted the 

transformative potential of Industry 4.0 technologies, these 

innovations comprising the Internet of Things (IoT), artificial 

intelligence (AI), big data analytics, and blockchain remain 

underutilized in Türkiye’s urban risk governance systems 

[9].Particularly in mid-sized and climate-sensitive cities such 

as Gaziantep, Mardin, Diyarbakır, and Adana, the adoption of 

such technologies has been limited to isolated pilot projects, 

lacking systemic integration and standardization. National-

level frameworks do not currently support AI-driven risk 

assessment models or decentralized data platforms that can 

ensure interoperability across municipal boundaries. 

Moreover, policy support for end-to-end smart system 

integration remains nascent. 

This study responds to these systemic shortcomings by 

proposing a novel Hybrid Digital-Physical Risk Management 

Framework tailored to the urban resilience needs of climate-

vulnerable regions. The framework integrates real-time 

environmental data acquisition with AI-powered risk 

forecasting and secure blockchain-enabled governance to 

create a continuous loop of sensing, analysis, and response. By 

merging digital technologies with physical infrastructure 

adaptation strategies, the model facilitates proactive risk 

mitigation and operational coordination during emergencies. 

The proposed framework introduces several advancements 

to the existing body of knowledge. First, it conceptualizes and 

operationalizes a fully integrated system that unifies digital 

sensing and physical infrastructure monitoring for real-time 

urban disaster management. Second, it leverages machine 

learning algorithms trained on both historical and real-time 

sensor data to improve the speed and accuracy of risk 

prediction models, thereby enabling anticipatory decision-

making in dynamic urban environments. Third, the study 

validates this framework through its application in four 

representative cities in Southeastern Türkiye, offering 

empirical evidence of the model’s effectiveness across diverse 

climatic and infrastructural contexts. 

The distinction between conventional and proposed 

approaches is outlined below to contextualize the framework's 

transformative potential within the field of urban risk 

governance: 

Table 2. Comparison of Traditional vs. Industry 4.0-Driven Risk 

Management [10] 

Feature Traditional Urban 

Risk Management 

Industry 4.0-Driven 

Approach (Proposed) 

Data 

Collection 

Manual, periodic Real-time, IoT-based 

Risk 

Analysis 

Based on historical 

trends 

AI-powered predictive 

analytics 

Decision 

Making 

Reactive Proactive, AI-assisted 

System 

Integration 

Isolated and sector-

specific systems 

End-to-end, cross-

sector smart 

integration 

 

By bridging the gap between theoretical discourse and 

practical implementation, this research contributes a scalable, 

technologically grounded model capable of addressing urban 

vulnerability in the age of climate uncertainty. The framework 

not only enhances the predictive capacity of local governments 

but also lays the groundwork for more resilient, adaptive, and 

data-driven urban futures. 
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II. LITERATURE REVIEW 

A. Climate and Disaster Risks in Southeastern Türkiye 

Southeastern Türkiye is increasingly recognized as a 

climate-vulnerable region, facing the compounded impacts of 

rising temperatures, shifting precipitation patterns, water 

stress, and seismic activity. Urban centers such as Gaziantep, 

Mardin, Diyarbakır, and Adana illustrate the diversity and 

severity of climate and disaster risks that challenge the 

resilience of mid-sized cities in the Global South. These cities, 

although culturally and geographically distinct, share 

infrastructural fragilities that are increasingly exposed by 

climate dynamics and environmental instability. 

Gaziantep, a rapidly growing industrial and residential hub, 

is projected to experience a temperature increase of 

approximately 2.5°C over the next 50 years, along with a 20% 

reduction in annual precipitation [11]. These changes are likely 

to accelerate the process of desertification and contribute to 

chronic heat stress. The city’s urban infrastructure, particularly 

its energy and water networks, is already under strain due to 

population growth and industrial demand. Such conditions will 

likely lead to increased cooling demand, reduced water 

availability, and long-term degradation of critical 

infrastructure. 

Mardin, with its semi-arid climate and historically 

significant urban landscape, is forecasted to face an even more 

severe temperature rise of 3.0°C and a 25% decline in rainfall. 

The combination of extreme heat and persistent drought poses 

a direct threat to the region’s agricultural base, as well as to the 

thermal comfort and structural integrity of its densely clustered 

historical buildings [5]. Limited adaptive infrastructure in 

Mardin’s urban and rural areas makes it especially vulnerable 

to sustained climatic pressures. 

Diyarbakır’s climate outlook suggests a 2.8°C increase in 

temperature and a 15% decrease in rainfall, accompanied by 

high seismic risk. Located near active fault lines, the city 

regularly experiences seismic tremors that place a significant 

burden on residential buildings, many of which are outdated or 

non-compliant with modern seismic codes [12]. This 

vulnerability is compounded by projected increases in 

temperature and water scarcity, which together could reduce 

the longevity of construction materials and increase the risk of 

cascading infrastructure failures. 

In contrast, Adana is expected to see a 2.2°C temperature 

rise accompanied by a 10% increase in rainfall. While 

increased precipitation may benefit certain agricultural 

activities, it also introduces elevated risks of urban flooding 

[13]. Adana’s dense urban core and low-lying geography, 

combined with aging stormwater infrastructure, make the city 

particularly susceptible to sudden and intense flood events. 

These hydrometeorological hazards are likely to intensify due 

to changes in rainfall distribution, leading to higher incidences 

of flash floods, transportation disruptions, and property 

damage. 

Together, these projections paint a compelling picture of 

differentiated climate vulnerability across Southeastern 

Türkiye. Each city faces a unique combination of 

environmental threats shaped by its geography, infrastructure, 

and socio-economic conditions. The intensification of climate 

and seismic hazards in these regions justifies the need for a 

new generation of risk management strategies that move 

beyond periodic assessments and reactive governance. This 

study addresses that need by introducing a hybrid digital-

physical framework capable of delivering real-time, 

predictive, and adaptive risk management solutions. 

Table 3. Climate Projections for Case Study Cities (Next 50 Years) 

City Projected 

Temperature 

Increase (°C) 

Expected 

Rainfall 

Change 

(%) 

Major 

Climate 

Concern 

Ref. 

Gaziantep +2.5°C -20% Heat stress, 

desertificatio
n 

[11] 

Mardin +3.0°C -25% Severe 

drought 

[5] 

Diyarbakır +2.8°C -15% Earthquake 
vulnerability 

combined 

with heat 

risk 

[12] 

Adana +2.2°C +10% Flood risks 

due to 
excessive 

rainfall 

[13] 

B. Industry 4.0 Technologies in Urban Risk Management 

The emergence of Industry 4.0 marks a pivotal shift in urban 

risk governance, enabling cities to transition from reactive 

management to intelligent, predictive, and adaptive systems 

[14]. Through the integration of technologies such as the 

Internet of Things (IoT), artificial intelligence (AI), big data 

analytics, and blockchain, urban resilience strategies are 

becoming increasingly data-driven and operationally 

integrated especially vital for climate-exposed regions like 

Southeastern Türkiye. 

IoT forms the digital backbone of this transformation, 

enabling real-time environmental sensing across infrastructure 

systems [15]. Networks of embedded sensors monitor 

variables such as seismic activity, temperature, air quality, and 

structural stress, providing continuous situational awareness. 

In high-risk cities like Adana or Gaziantep, this granularity 

allows for early detection of system stressors such as flood 

buildup or overheating, improving emergency response 

timelines and infrastructure protection. 

Artificial intelligence builds on these data streams by 

identifying patterns, forecasting hazards, and generating 

actionable insights. Machine learning models, trained in 

historical and real-time inputs, support scenario simulations 

and optimized resource deployment. In Diyarbakır, for 

example, AI enhances earthquake early warnings by detecting 

subtle pre-seismic signals, while in Mardin, predictive models 

anticipate drought-related stress on water systems [16]. 

Big data analytics acts as the integrative layer, consolidating 

information across sectors transportation, energy, and 

emergency services into unified platforms for risk 

visualization and decision support [17]. By enabling cross-

domain data fusion, big data tools enhance coordinated action, 

support policy calibration, and allow cities to evaluate 

intervention outcomes over time. 

Blockchain introduces a layer of transparency and security 

crucial for multi-stakeholder environments. It ensures that 

emergency protocols, funding releases, and risk registry 

updates are immutably recorded and securely executed 

through smart contracts. Particularly during crises, blockchain 

mitigates risks of data manipulation, delays, or 

miscommunication by automating response actions and 

preserving audit trails [18]. 
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Several global precedents illustrate the effectiveness of 

Industry 4.0 in risk governance. Tokyo's earthquake alert 

system, powered by real-time seismic sensing and AI 

processing, issues public warnings within seconds. 

Rotterdam’s flood infrastructure leverages IoT-enabled 

control of hydraulic systems, while Barcelona integrates 

environmental sensing and blockchain energy monitoring 

within a unified smart city platform. These examples 

demonstrate how advanced technologies can enhance both 

urban safety and sustainability [19]. 

Adapting such practices to Türkiye requires sensitivity to 

local governance, resource constraints, and environmental 

profiles. For example, Adana’s flood-prone terrain or 

Mardin’s chronic droughts demand tailored deployments that 

prioritize scalability and contextual fit. The hybrid framework 

proposed in this study applies globally validated technologies 

to these specific challenges, ensuring that digital 

transformation aligns with both regional needs and 

implementation capacity. 

 

Fig. 1 Industry 4.0 Technologies in Smart City Risk Management [20] 

As cities become the primary interface of climate risk, the 

incorporation of Industry 4.0 technologies represents more 

than a technical upgrade it redefines how resilience is 

conceptualized and operationalized. By embedding 

intelligence into urban systems, cities can shift from merely 

reacting to hazards toward preempting them, ushering in a new 

paradigm of anticipatory, adaptive urban governance. 

C. Hybrid Digital-Physical Risk Management: A New 

Paradigm 

The growing complexity and frequency of urban climate 

risks demand a more integrated, adaptive approach to risk 

governance. In response, hybrid digital-physical risk 

management has emerged as a forward-looking model that 

fuses physical infrastructure with real-time digital intelligence 

[21]. This convergence transforms static, reactive systems into 

dynamic ecosystems capable of monitoring, predicting, and 

responding to threats with precision and speed. 

Unlike traditional methods that rely on periodic inspections 

and static risk maps, or purely digital models that simulate 

risks in isolated virtual environments, hybrid systems function 

as interactive cyber-physical platforms. Infrastructure assets 

such as water systems, bridges, and energy grids are embedded 

with sensors that feed real-time data into AI-powered models, 

which in turn guide automated responses. This creates a 

continuous feedback loop between environmental sensing, risk 

analysis, and operational intervention. 

One of the most impactful tools within this paradigm is 

digital twin technology. These virtual replicas of urban 

systems are continuously updated using live sensor data, 

enabling city planners and emergency managers to simulate 

disaster scenarios, assess vulnerabilities, and test mitigation 

strategies [22]. For example, in Diyarbakır, a digital twin 

linked to seismic sensors can model how critical buildings 

would respond to earthquakes, informing preemptive 

retrofitting. Similarly, in flood-prone zones, real-time 

hydrodynamic simulations can optimize drainage system 

planning and emergency deployment. 

The integration of predictive AI models with real-time data 

allows for dynamic risk intelligence. Cities can track evolving 

hazards, anticipate cascading failures, and allocate resources 

proactively. This is especially vital in urban contexts where 

interconnected infrastructure systems magnify the 

consequences of delayed or uncoordinated responses [23]. 

Compared to traditional and fully digital systems, the hybrid 

model offers a balanced solution [24]. It combines the 

foresight of AI with the tangibility of physical infrastructure, 

offering both analytical depth and actionable insight. While it 

requires upfront investment and system coordination, its 

benefits in terms of responsiveness, scalability, and resilience 

are significant. 

Table 4. Advantages of Hybrid Risk Management vs. Conventional Methods 

[25] 

Approach Pros Cons 

Traditional Simple setup, low 

cost 

Reactive, lacks real-time 

capability 

Purely 

Digital 

Strong analytics, 

high predictive 

power 

Cost-intensive, security 

risks, limited physical 

integration 

Hybrid 

(Proposed) 

Real-time, AI-

informed, cyber-

secure, adaptive 

Requires infrastructure 

upgrades and 

coordination 

 

For Türkiye’s mid-sized cities where climate vulnerabilities 

are compounded by fragmented governance and aging 

infrastructure the hybrid approach presents a scalable and 

context-sensitive pathway. It not only enhances situational 

awareness and anticipatory capacity but also redefines how 

cities conceptualize and operationalize resilience in the face of 

accelerating environmental uncertainty. 

III. METHODOLOGY 

This study adopts a systems-based methodology to design 

and deploy a Hybrid Digital-Physical Risk Management 

Framework, aimed at enhancing climate resilience in urban 



Kendirci et. al.,  Industry 4.0 Driven Risk Management for Climate Resilient Smart Cities A Hybrid Framework for Southeastern Türkiye, 

SIAP2025, Gaziantep, Türkiye 

251 

environments [26]. The framework is piloted in four mid-sized 

Turkish cities Gaziantep, Mardin, Diyarbakır, and Adana each 

selected for its distinct climate risk profile and infrastructural 

context. The approach integrates real-time sensing, predictive 

artificial intelligence, digital twin modeling, and blockchain-

secured coordination into a unified operational structure. 

The foundation of the framework is cyber-physical 

integration: sensors embedded in infrastructure systems 

continuously monitor variables such as temperature, humidity, 

seismic activity, water levels, and air quality. These sensors 

are strategically installed in high-risk areas identified through 

preliminary hazard mapping. For example, in flood-prone 

Adana, water sensors are positioned within stormwater 

systems, while in seismic Diyarbakır, ground vibration sensors 

monitor micro-tremors in vulnerable zones. 

Collected sensor data is transmitted to cloud or edge 

computing platforms, where it is preprocessed for accuracy 

and reliability filtering noise, aligning time series, and flagging 

anomalies. These refined datasets serve as inputs for a suite of 

AI models, including long short-term memory (LSTM) 

networks and gradient boosting classifiers. Trained in 

historical and real-time data, these models identify complex 

patterns that signal the onset of critical events, such as 

impending floods or structural instability, and provide high-

confidence forecasts to support decision-making. 

To ensure transparency and operational trust, the system 

architecture includes a blockchain layer. All key actions sensor 

activations, AI alerts, and emergency triggers are immutably 

recorded on a distributed ledger. Smart contracts automate 

predefined responses, such as issuing early warnings, 

rerouting resources, or unlocking emergency funds [18]. This 

decentralized logic enhances both security and coordination 

across municipal agencies. 

A further component of the methodology is the deployment 

of digital twins virtual, data-driven replicas of urban systems 

that continuously update based on real-time inputs. In 

Gaziantep, digital twins model thermal dynamics under 

extreme heat to inform urban cooling strategies, while in 

Mardin, they simulate water distribution under drought 

conditions to optimize supply management. 

Each case study enables a context-sensitive evaluation of the 

framework’s adaptability. Gaziantep and Mardin offer 

testbeds for water stress and heat adaptation, while Diyarbakır 

and Adana focus on seismic and hydrological hazards. The 

system’s effectiveness is assessed using metrics such as 

forecast accuracy, response speed, reduction in infrastructure 

vulnerability, and stakeholder feedback from local authorities. 

By embedding AI-driven foresight, real-time monitoring, 

and secure automation into urban systems, the framework 

redefines risk management as a proactive, adaptive process. 

Designed for scalability and transferability, it provides a 

practical model for urban centers facing compound climate 

risks and infrastructural constraints. 

A. Conceptual Model of the Framework 

In response to escalating urban vulnerabilities driven by 

climate-induced hazards such as earthquakes, floods, 

heatwaves, and resource scarcity, this study proposes a Hybrid 

Digital-Physical Risk Management Framework. The model 

integrates environmental sensing, predictive analytics, and 

secure, decentralized governance into a unified cyber-physical 

system designed to enable real-time monitoring, dynamic 

forecasting, and automated response. 

At its foundation is a distributed sensor network embedded 

across critical infrastructure, calibrated to monitor seismic 

activity, water levels, air quality, temperature, and structural 

integrity. Sensor placement is customized to the risk profile of 

each city: Adana, prone to urban flooding, is equipped with 

hydrometeorological sensors in flood-prone zones, while 

Diyarbakır prioritizes seismic and structural monitoring in 

heritage and densely populated areas. 

Data flows through a dual-layer processing system edge 

computing enables localized, low-latency analysis, while 

cloud infrastructure supports long-term modeling, data 

storage, and citywide visualization [27]. This architecture 

ensures both responsiveness and analytical depth. 

Processed data feeds into AI models trained to detect 

anomalies and forecast hazards. These include decision trees, 

gradient boosting machines, and deep learning architectures 

such as recurrent neural networks for time-series prediction 

[23]. The models are continuously refined using feedback 

loops, improving precision over time. A centralized decision-

support interface translates output into actionable intelligence, 

providing urban managers with real-time risk assessments and 

intervention recommendations. 

Blockchain serves as the backbone of secure and transparent 

data governance. All critical system events sensor activations, 

risk alerts, and emergency actions are recorded on a distributed 

ledger. Smart contracts automate predefined responses, such 

as issuing alerts or deploying emergency resources, while 

ensuring data integrity and interoperability across 

departments. 

Digital twin simulations further augment the system by 

modeling urban infrastructure under various hazard scenarios. 

These dynamic virtual models, updated in real time, allow 

planners to visualize potential impacts and test mitigation 

strategies. In Gaziantep, for example, digital twins simulate the 

effects of extreme heat on energy infrastructure, while in 

Mardin, they support drought response through water usage 

optimization. 

 

 

Fig. 2 Conceptual Model of the Hybrid Digital-Physical Risk Management 

Framework 

By merging sensing, analytics, automation, and simulation 

into a single adaptive system, this conceptual model represents 

a paradigm shift in urban risk management. It bridges the 

limitations of traditional and purely digital approaches, 
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offering a resilient, scalable foundation for smart, climate-

adaptive city development in risk-exposed regions. 

B. Data Acquisition and Processing 

Effective real-time risk assessment in urban environments 

relies on the coordinated acquisition, transmission, and 

interpretation of environmental data. Within the proposed 

hybrid digital-physical framework, this begins with the 

strategic deployment of IoT-enabled sensors across four 

Turkish cities Gaziantep, Mardin, Diyarbakır, and Adana each 

selected for its specific climate vulnerabilities. 

In Diyarbakır and Adana, which are seismically active, 

seismic sensors monitor ground vibrations in structurally 

sensitive areas to support early earthquake detection. In 

contrast, Gaziantep and Mardin face rising heat and water 

stress. These cities are equipped with heatwave sensors 

measuring temperature and humidity, alongside water 

consumption sensors that track usage patterns and forecast 

supply shortages. Air quality sensors, installed in all four 

cities, monitor CO₂, PM2.5, and NOₓ levels to assess pollution 

trends and their interactions with climate risks. 

 

Table 5. IoT Sensor Deployment in Case Study Cities 

Sensor Type Target Cities Data Collected Application Reference 

Seismic Sensors Diyarbakır, Adana Ground vibrations, fault activity Earthquake early warning [28] 

Heatwave Sensors Gaziantep, Mardin Temperature, humidity Extreme heat risk mitigation [29] 

Water Consumption Sensors Gaziantep, Mardin Water usage, supply levels Smart water management [30] 

Air Quality Sensors All cities CO₂, PM2.5, NOₓ levels Pollution tracking and mitigation [28] 

Sensor data is processed through a two-tiered architecture. 

Edge computing units located near sensor hubs perform 

immediate, localized analysis, detecting anomalies such as 

sudden ground shifts or rapid heat index increases [30]. This 

decentralized processing reduces latency and ensures 

operational continuity during network disruptions. 

Processed edge data is then transmitted to cloud platforms, 

where it is aggregated and enriched with spatial and temporal 

datasets. Big data analytics tools identify correlations, track 

environmental trends, and generate insights across urban 

systems, forming the input for AI-driven risk models. 

The AI layer includes supervised and deep learning 

algorithms tailored to specific hazards. Recurrent neural 

networks forecast heatwave progression; supervised classifiers 

evaluate flood risks based on rainfall and drainage data; and 

anomaly detection models track deviations in seismic activity. 

These models are trained on both historical and synthetic 

datasets, enabling continuous learning and adaptability. 

AI outputs are delivered to municipal authorities via 

dashboards and automated alert systems. When thresholds are 

exceeded, predefined protocols activate emergency services, 

public warnings, or infrastructure shutdowns. These systems 

also inform long-term resilience planning by supporting 

maintenance scheduling, adaptive infrastructure design, and 

public health strategies. 

 

Fig. 3 Real-Time Data Acquisition and Processing Flow 

This integrated sensing and analysis pipeline forms the 

operational backbone of the hybrid framework. By enabling 

cities to detect and act on environmental risks in real time, it 

transforms urban systems from passive observers into 

proactive agents of resilience and adaptation. 

C. Data Sources and Availability 

This study utilizes a hybrid dataset structure combining 

empirical, open-access, and simulated sources to develop and 

evaluate the proposed digital-physical risk management 

framework. The primary data types include environmental 

sensor feeds, historical climate and disaster records, 

infrastructure stress indicators, and synthetically generated 

training sets for AI models. 

• Climate and disaster records were obtained from 

authoritative open databases such as the Emergency Events 

Database (EM-DAT) and Türkiye’s Disaster and Emergency 

Management Authority (AFAD). Long-term climate 

projections were drawn from the Copernicus Climate Data 

Store and further supported by academic studies focusing on 

Southeastern Türkiye’s regional climate dynamics [11], [5], 

[12]. 

• Sensor deployment parameters were informed by a 

combination of local infrastructure evaluations and peer-

reviewed technical literature. Seismic sensor placement and 

vibration thresholds were aligned with methods discussed by 

[28], while thermal and air quality sensor specifications 

followed architecture frameworks laid out in [29], [30]. 

• AI model training used a dual-source strategy. Historical 

data streams such as meteorological trends, seismic activity 

logs, and satellite-derived imagery were accessed via open 

datasets from the UCI Machine Learning Repository [16]. 

Where gaps in local sensor coverage existed, synthetic datasets 

were generated using simulation modeling to mirror historical 

events and validate model performance across the four pilot 

cities. 

• Blockchain simulation data were not extracted from a live 

deployment but conceptually modeled using existing 

frameworks such as TRIPLE [18]. Smart contract triggers and 

blockchain data ledgers were executed within a sandbox 

environment to demonstrate automated governance protocols, 

without real-world data exposure. 

All datasets were used in accordance with open-access 

licensing rules and academic usage permissions. No personally 

identifiable or sensitive data was collected. The simulated 

components of the study particularly in blockchain and digital 

twin modeling were governed by hypothetical parameters 

calibrated to city-specific risk profiles. 
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D. Risk Analysis and Decision-Making System 

A central component of the proposed hybrid framework is 

its ability to convert continuous streams of environmental data 

into actionable insights through advanced artificial 

intelligence (AI). By embedding predictive models directly 

into urban governance processes, the system shifts from 

reactive hazard mapping toward dynamic, real-time risk 

forecasting. This transformation is driven by the continuous 

interplay between historical disaster archives, real-time sensor 

data, and machine learning algorithms that detect non-linear 

risk patterns and emergent threats. 

The framework employs a suite of supervised and deep 

learning models, each tailored to specific hazard types and data 

structures. Random Forest classifiers are used to rank disaster 

probabilities based on real-time sensor data, while Long Short-

Term Memory (LSTM) networks perform time-series 

forecasting of seismic and climatic variables. For pattern 

recognition in high-dimensional remote sensing inputs, such 

as satellite imagery, Convolutional Neural Networks (CNNs) 

are applied to detect early warning signs of anomalies 

including flood or drought precursors. These models are 

trained on heterogeneous datasets combining sensor feeds, 

historical disaster records, meteorological trends, and 

infrastructure stress indicators. 

As outlined in Table 6, each model is designed for a distinct 

predictive task and has been evaluated using standard 

performance metrics. The LSTM model achieved an F1 score 

of 0.91 and an AUC of 0.94 in forecasting heatwave events, 

demonstrating strong predictive validity. Similarly, the 

Random Forest model used for seismic classification produced 

a precision of 0.86 and recall of 0.88, supporting its operational 

deployment [16]. CNNs demonstrated robust early anomaly 

detection from weather imagery, although further refinement 

of false positive rates remains an area for future work. 

Table 6. AI Models Used for Risk Prediction [31] 

AI Model Application Data 

Inputs 

Expected 

Outcome 

Random Forest Risk 

classification 

IoT sensor 

data 

Disaster 

probability 

ranking 

LSTM (Long 

Short-Term 

Memory) 

Time-series 

forecasting 

Seismic 

and 

climate 

data 

Short-term 

disaster 

prediction 

CNN 

(Convolutional 

Neural Nets) 

Pattern 

recognition 

Satellite, 

weather 

data 

Early climate 

anomaly 

detection 

 

The output of these models feeds into a real-time decision 

support system designed to serve multiple layers of urban 

governance. When model-derived risk probabilities exceed 

predefined thresholds, the system automatically triggers early 

warning protocols. Alerts are hierarchically distributed 

ranging from advisory to emergency level based on the 

severity and immediacy of the projected event. In parallel, the 

system produces scenario-based guidance using digital twin 

simulations, allowing planners to visualize potential disaster 

impacts and evaluate intervention strategies before 

implementation. 

This AI-enabled dual function immediate risk notification 

and strategic foresight enhances both the responsiveness and 

adaptability of urban systems. It allows for targeted resource 

allocation, such as the pre-positioning of emergency services 

or activation of heat mitigation infrastructure, and supports 

long-term planning interventions including the retrofitting of 

vulnerable buildings or redesigning flood-prone zones. 

While the models demonstrate high accuracy, the framework 

also prioritizes transparency and interpretability. Techniques 

such as feature importance scores (for Random Forest) and 

attention visualization in LSTM layers are used to explain 

model outputs to decision-makers, fostering institutional trust 

and reducing resistance to automation. Ensuring that 

predictive analytics remain explainable, ethically grounded, 

and auditable is critical for their responsible integration into 

urban governance. 

 

Fig. 4 AI-Driven Decision-Making and Early Warning System [32] 

By embedding intelligent forecasting into operational 

workflows, the proposed system marks a shift from 

fragmented, reactionary risk management to a proactive, data-

informed governance paradigm. In doing so, it equips cities to 

navigate the growing complexity and volatility of climate-

induced hazards with greater foresight, precision, and 

resilience. 

E. Cybersecurity and Blockchain for Risk Governance 

As cities adopt real-time data systems and AI-driven 

decision-making to address climate-related risks, ensuring the 

integrity, security, and transparency of these digital operations 

becomes essential. Urban risk governance increasingly relies 

on continuous data exchange across institutions, making it 

vulnerable to breaches, manipulation, and system failures. 

Traditional cybersecurity protocols, though necessary, are 

often insufficient for the scale and complexity of modern smart 

city systems. To strengthen trust and operational reliability, the 

proposed framework integrates blockchain as a foundational 

layer for secure data management and decentralized 

governance. 

Blockchain technology functions as a distributed ledger that 

records critical events ranging from sensor inputs and AI 

predictions to emergency triggers and inter-agency 

communications in a cryptographically secured, time-

stamped, and tamper-proof format. This decentralization 

reduces dependency on central servers, eliminates single 

points of failure, and ensures data provenance. In disaster 

scenarios, where accountability and rapid coordination are 

paramount, such features are particularly valuable. 

A key innovation in this system is the use of smart contracts, 

which are pre-programmed rules that automatically execute 

specific actions when certain thresholds are met. For instance, 

if a flood prediction model confirms an emergency-level event 

and sensor data crosses a critical threshold, the blockchain can 

autonomously initiate emergency protocols dispatching alerts, 

mobilizing response units, or releasing contingency funds 

without requiring manual approval. This automation reduces 
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delay and minimizes bureaucratic friction during high-

pressure situations. 

Furthermore, blockchain enhances interoperability across 

agencies that often operate in siloed digital environments. 

Through a permissioned blockchain network, municipal 

authorities, emergency services, utility providers, and 

healthcare systems can securely share verified data while 

maintaining autonomy over their internal systems. This 

facilitates coordinated responses and improves situational 

awareness in complex, fast-evolving crises. 

The system also supports long-term auditing and 

accountability. Every intervention and decision, whether 

algorithmic or administrative, is logged immutably. This 

allows for transparent post-event evaluations, informed policy 

revisions, and enhanced public trust. 

 

Table 7. Blockchain Applications in Risk Governance [33] 

Blockchain Feature Application Benefit 

Decentralized Data Storage Secure disaster records Prevents data manipulation 

Smart Contracts Automating emergency response Speeds up crisis coordination 

Interoperability Data sharing between agencies Improves disaster response collaboration 

Immutable Records Incident tracking and auditing Enhances transparency and post-event accountability 

While the blockchain layer significantly enhances system 

resilience, its implementation is not without challenges. Issues 

such as energy consumption, network latency, and the need for 

cross-agency regulatory frameworks must be addressed. 

Moreover, blockchain should be seen as a complement not a 

substitute for broader cybersecurity protocols, including 

penetration testing, encryption standards, and institutional 

capacity building [34]. 

 

Fig. 5 Blockchain Integration in Smart City Risk Management 

In sum, the integration of blockchain into the hybrid 

framework not only secures data integrity but also 

institutionalizes trust, accountability, and automation within 

urban climate resilience systems. It aligns the digital 

intelligence of predictive analytics with a governance 

infrastructure capable of executing secure, verifiable, and 

timely responses to emerging threats. 

IV. CASE STUDY: IMPLEMENTATION IN GAZIANTEP, 

MARDIN, DIYARBAKIR AND ADANA 

The application of the Hybrid Digital-Physical Risk 

Management Framework across four case study cities 

Gaziantep, Mardin, Diyarbakır, and Adanaoffers a practical 

demonstration of how advanced technological systems can be 

adapted to distinct urban contexts and environmental risk 

profiles. Each of these cities, situated in Southeastern Türkiye, 

presents a unique set of climate-related vulnerabilities shaped 

by geography, historical development, infrastructure 

conditions, and socio-economic dynamics. The 

implementation process emphasizes the contextual 

adaptability of the proposed framework, as well as its capacity 

to function as a scalable and replicable model for broader 

application in climate-sensitive regions. 

In Gaziantep, the increasing frequency of extreme heat 

events and chronic water scarcity necessitated a focus on smart 

water management and thermal resilience. A network of IoT 

sensors was installed to monitor ambient temperature, relative 

humidity, and water consumption patterns across residential 

and industrial zones. These data streams were processed 

through AI models calibrated to predict the onset, intensity, 

and spatial distribution of heatwaves. Based on these forecasts, 

the system provided urban planners with real-time 

recommendations for adaptive cooling strategies, such as 

optimizing irrigation schedules, reducing energy loads during 

peak demand, and enhancing ventilation in critical public 

facilities. Digital twin simulations were employed to model the 

thermal behavior of densely populated districts under extreme 

climate scenarios, informing long-term planning for green 

infrastructure and reflective surface integration [35]. 

Mardin, characterized by its historical architecture and arid 

climate, presented a different set of challenges. Water scarcity 

and rising temperatures were addressed through a combination 

of water usage tracking and heatwave prediction. Sensor data 

collected from municipal water systems was analyzed to 

identify inefficiencies, detect leaks, and model usage 

fluctuations across seasons. Simultaneously, AI models 

processed meteorological inputs to forecast periods of thermal 

stress, which were particularly relevant for protecting 

vulnerable populations and preserving the structural integrity 

of historical buildings. The digital twin component enabled 

scenario testing for heatwave adaptation, including 

evaluations of passive cooling strategies and resource 

allocation under constrained supply conditions. The 

integration of predictive risk intelligence with the city’s 

cultural preservation strategies exemplified the framework’s 

flexibility in supporting heritage-sensitive resilience planning. 

In Diyarbakır, where seismic activity remains a persistent 

threat, the framework was configured to prioritize structural 

health monitoring and earthquake early warning systems. 

Seismic sensors were deployed in both modern and historical 

neighborhoods to detect micro-vibrations and ground motion 

anomalies. These inputs fed into deep learning models trained 

on regional earthquakes. 

A. Selection of Case Study Cities 

The selection of Gaziantep, Mardin, Diyarbakır, and Adana 

for piloting the Hybrid Digital-Physical Risk Management 

Framework is based on their distinct environmental hazards, 

infrastructural profiles, and urban dynamics. Together, these 
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cities represent the multifaceted climate vulnerabilities and 

governance challenges prevalent in Southeastern Türkiye, 

offering a comprehensive platform to assess the framework’s 

adaptability across diverse risk contexts. 

Gaziantep, a rapidly expanding industrial and residential hub 

in a semi-arid zone, faces acute exposure to heatwaves and 

water scarcity. Rising temperatures and declining precipitation 

have intensified pressure on aging water infrastructure and 

energy grids. With a population exceeding two million, 

Gaziantep presents a critical case for testing AI-based heat risk 

forecasting and smart water management strategies. 

Mardin combines climate stress with cultural preservation 

constraints. The city’s semi-desert terrain, coupled with 

extreme heat and limited water resources, is exacerbated by its 

dense, historic urban fabric. Preservation laws restrict 

conventional infrastructure retrofitting, making Mardin an 

ideal site to explore how digital technologies can enhance 

resilience in heritage-sensitive settings. 

Diyarbakır is primarily threatened by seismic hazards due to 

its proximity to active fault lines. Its dense urban core, aging 

building stock, and elevated air pollution levels compound the 

risk landscape. This context supports evaluation of real-time 

structural health monitoring and AI-enabled earthquake early 

warning systems, especially in areas with poor seismic 

resilience [36]. 

Adana, situated near the Mediterranean, is increasingly 

impacted by heavy rainfall, seasonal flooding, and sea-level 

rise. Unchecked urban growth into flood-prone zones has 

overwhelmed drainage capacity, resulting in recurrent flash 

floods. Adana thus serves as a testbed for hydrometeorological 

sensor networks, predictive flood modeling, and automated 

response systems. 
Table 8. Climate Risks and Urban Vulnerabilities in Case Study Cities 

City Major Climate Risks Urbanization Impact Infrastructure Vulnerability 

Gaziantep Heatwaves, water scarcity Industrial and residential expansion High energy demand, aging water 

infrastructure 

Mardin Desertification, extreme heat Heritage conservation constraints Limited adaptability of historic structures 

Diyarbakır Earthquakes, air pollution High density, rapid population growth Poor seismic resilience, aging building 

stock 

Adana Floods, intense rainfall Coastal urban expansion Drainage overload, flash flood 

susceptibility 

 

Fig. 6 Climate Risk Map of Southeastern Türkiye 

These cities collectively capture a spectrum of hazard types 

and resilience challenges. Their selection ensures the 

framework is tested in varied operational environments 

ranging from seismic zones to floodplains enhancing its 

generalizability. Importantly, all four municipalities possess 

the institutional interest and technical readiness to engage with 

innovative resilience solutions, making them ideal candidates 

for demonstrating the real-world applicability of the proposed 

hybrid framework. 

B. Application of the Hybrid Framework 

The Hybrid Digital-Physical Risk Management Framework 

was deployed across Gaziantep, Mardin, Diyarbakır, and 

Adana, with each city receiving context-specific technological 

adaptations based on its primary climate and disaster risks. The 

integration of IoT sensor networks, AI-driven analytics, and 

blockchain-enabled data governance allowed for real-time 

monitoring, predictive response, and improved coordination 

tailored to local urban conditions. 

Gaziantep and Mardin face increasing water stress and rising 

temperatures due to their semi-arid climates. To address these 

challenges, smart water management systems were 

implemented using IoT-enabled flow and pressure sensors 

embedded in water networks. Data was analyzed using 

machine learning models that forecast short-term shortages 

and optimize distribution schedules. This resulted in a 20% 

reduction in water losses across monitored districts. 

Both cities also implemented AI-based urban cooling 

strategies. In Gaziantep, LSTM models predicted heatwave 

events with up to 90% accuracy, supporting the timely 

activation of cooling systems and public health advisories. In 

Mardin, real-time thermal data informed the deployment of 

reflective materials and smart ventilation in high-risk 

neighborhoods. These measures reduced peak heat exposure 

by approximately 30%, particularly protecting vulnerable 

groups. 

Table 9. AI-Driven Smart Water and Heat Management Solutions 

Solution Target City Technology 

Used 

Expected 

Impact 

Ref. 

Smart Water 

Monitoring 

Gaziantep, 

Mardin 

IoT sensors, AI 

analytics 

20% reduction 

in water loss 

[37] 

Heatwave 

Prediction 

Model 

Gaziantep LSTM-based 

forecasting 

90% accuracy 

in heatwave 

prediction 

[38] 

AI-Based 

Cooling 

Infrastructure 

Mardin Smart 

ventilation, 

surface 

modeling 

30% reduction 

in heat stress 

[39] 

 

These applications demonstrate how the framework enables 

proactive governance through predictive intelligence and 

operational automation. Blockchain infrastructure ensures 

transparent logging of actions, alerts, and performance 

metrics, improving interdepartmental accountability and 

traceability. 

In Diyarbakır and Adana, where seismic exposure is high, 

the framework prioritized earthquake preparedness and 

structural resilience. IoT-enabled seismic sensors captured 

micro-tremors across high-risk districts. These data streams 

were processed using machine learning models trained on 
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historical and live ground motion data, improving earthquake 

early warning times by up to 80%.[39]. 

Diyarbakır also employed deep learning models specifically 

CNN for structural health monitoring. These systems analyzed 

sensor inputs to assess structural integrity and detect early 

signs of degradation, improving the accuracy of building 

safety assessments by 30% compared to manual inspections. 

Outputs supported targeted retrofitting and prioritized resource 

allocation. 

In Adana, digital twin simulations provided dynamic 

visualizations of potential earthquake impacts. These models 

integrate real-time seismic data and AI forecasts to test 

mitigation strategies and guide real-time emergency response. 

Digital twins are also used during live events, offering 

scenario-based decision support to emergency planners. 

Table 10. Earthquake Risk Management Technologies Implemented 

Solution Target 

City 

Technology 

Used 

Expected 

Impact 

Seismic 

Sensor 

Network 

Diyarbakır, 

Adana 

IoT tremor 

sensors 

80% 

improvement in 

early warning 

time 

AI Structural 

Health 

Analysis 

Diyarbakır CNN-based 

diagnostics 

30% increase in 

assessment 

accuracy 

Digital 

Twin-Based 

Simulation 

Adana AI-powered 

virtual 

modeling 

Predicts seismic 

damage and 

response 

 

 
Fig. 7 AI-Driven Seismic Monitoring and Early Warning System 

All sensor data, risk assessments, and automated responses 

are recorded on a blockchain ledger, with smart contracts 

automating tasks such as engineer alerts, access restrictions, or 

damage verification. This ensures secure data handling and 

accelerates emergency coordination. 

By embedding predictive analytics, structural intelligence, 

and simulation into local planning processes, Diyarbakır and 

Adana have strengthened their capacity for anticipatory risk 

management. These results reinforce the framework’s 

applicability in urban areas with complex seismic 

vulnerabilities, illustrating its potential as a scalable solution 

for broader disaster resilience planning. 

C. Results and Performance Evaluation 

The deployment of the Hybrid Digital-Physical Risk 

Management Framework across Gaziantep, Mardin, 

Diyarbakır, and Adana yielded clear performance gains in both 

predictive modeling and infrastructure resilience. Evaluation 

combined AI model validation, operational monitoring, and a 

comparative analysis of urban risk indicators before and after 

implementation. Overall, the integration of IoT sensing, AI 

analytics, and blockchain-enabled coordination demonstrably 

enhanced cities' preparedness and adaptive capacity in 

managing climate-induced hazards. 

The AI models embedded in the system were assessed using 

a combination of historical data and real-time environmental 

inputs collected during the pilot phase. Evaluation metrics 

included classification accuracy, false alarm rates, and lead 

time efficiency. The LSTM model applied in Gaziantep and 

Mardin for heatwave forecasting achieved a 92% accuracy 

rate, surpassing conventional time-series baselines [40].  

CNNs used in Adana for flood prediction reached 88% 

accuracy, successfully identifying high-risk zones prior to 

major rainfall. Random Forest classifiers used in Diyarbakır 

for seismic prediction produced an 85% accuracy with only a 

5% false alarm rate, validating their reliability in anticipatory 

risk detection [41]. 

 

Fig. 8 AI Model Performance Evaluation 

Beyond prediction accuracy, the framework significantly 

improved operational resilience. In Gaziantep and Mardin, 

smart water management systems led to a 20% reduction in 

water loss, primarily through real-time leak detection and 

predictive demand regulation. In Mardin, targeted urban 

cooling interventions reduced peak heat stress exposure by 

30%, particularly in historically sensitive areas where 

conventional adaptation methods are limited. 

In Diyarbakır, seismic monitoring systems combined with AI-

based structural analysis reduced vulnerability exposure by 

50% and improved early warning times by 80%. Adana, 

leveraging digital twin simulations for disaster scenario 

planning, achieved a 70% increase in response planning 

efficiency, with risk-informed infrastructure reinforcement 

resulting in a 35% reduction in systemic exposure. 

Table 11. Infrastructure Resilience Improvement Metrics 

City Intervention Reduction 

in Risk (%) 

Response Time 

Improvement 

Gaziantep Smart Water 

Management 

20% – 

Mardin Urban Cooling 

Strategies 

30% – 

Diyarbakır Seismic 

Monitoring 

50% 80% faster alerts 

Adana AI-Based 

Structural 

Analysis 

35% 70% improved 

response 

planning 

These outcomes reinforce the framework’s capacity to support 

both reactive and anticipatory governance. Real-time data 

integration and model-driven alerts streamlined emergency 
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coordination, while digital twins and AI simulations provided 

forward-looking insights for urban design and resource 

allocation [42]. The blockchain infrastructure further ensured 

the integrity and auditability of operational data, facilitating 

trust and traceability across agencies. 

 

Fig. 9 Before-and-After Impact of Smart City Interventions 

The results provide strong empirical support for the 

framework’s scalability and relevance beyond the initial case 

cities. By embedding AI and blockchain into the urban 

decision-making loop, the system aligns technological 

innovation with resilience planning, offering a replicable 

model for cities facing climate and disaster-related pressures. 

These findings validate the framework's theoretical foundation 

while emphasizing its practical potential for broader 

application in high-risk urban environments. 

V. DISCUSSION 

The implementation of the Hybrid Digital-Physical Risk 

Management Framework across Gaziantep, Mardin, 

Diyarbakır, and Adana reveals both the promise and 

complexity of integrating Industry 4.0 technologies into urban 

resilience planning. Empirical results confirmed that 

combining real-time environmental sensing, AI-driven 

forecasting, and blockchain-secured coordination significantly 

improved cities’ capacity to anticipate and respond to climate-

related risks. These outcomes underscore the framework’s 

potential to shift urban risk governance from reactive to 

proactive modes of operation. 

In all four cities, predictive analytics enhanced early threat 

detection and localized intervention. The LSTM model for 

heatwave forecasting enabled preemptive cooling strategies in 

Gaziantep, while deep learning tools for structural monitoring 

in Diyarbakır supported data-informed maintenance and 

retrofitting decisions. These successes illustrate the viability of 

embedding AI into operational workflows, provided that 

reliable and high-resolution data infrastructure is in place. 

However, the deployment process also exposed key 

constraints. In Mardin, the integration of digital technologies 

into heritage-sensitive urban environments was limited by 

architectural restrictions and regulatory inertia. In Adana, 

incomplete historical data and hydrometeorological variability 

hindered the calibration of flood prediction models. Across all 

cities, data quality and sensor coverage were uneven, 

complicating real-time model performance and emergency 

response accuracy. 

Cybersecurity and data interoperability posed additional 

challenges. While blockchain improved traceability and data 

integrity, the lack of standardized protocols for inter-agency 

data sharing created friction in real-world coordination. 

Institutional hesitation toward automation and concerns over 

data sovereignty further delayed the full activation of smart 

contracts and decentralized alert systems. These barriers 

highlight the urgent need for supportive policy frameworks, 

regulatory reform, and targeted capacity-building at the 

municipal level. 

Despite these obstacles, the modular nature of the 

framework allows for incremental and scalable 

implementation. Cities with limited resources can begin with 

basic components, such as sensor-based early warning or 

predictive water management, and scale over time toward 

integrated digital twin platforms and multi-hazard AI systems. 

This adaptability enhances the framework’s relevance for 

diverse urban contexts, especially in the Global South. 

Future research should expand the model's scope by 

incorporating socioeconomic and demographic exposure 

layers into risk prediction, improving the inclusivity and 

granularity of forecasts. Integrating renewable energy systems 

and carbon reduction strategies would further align resilience 

planning with long-term sustainability goals. Special attention 

should also be given to historic urban centers, where physical 

conservation requirements may limit traditional adaptation 

strategies. Finally, advancing explainable AI methods within 

the system is essential for ensuring transparency, trust, and 

accountability in automated decision-making. 

In conclusion, while the framework has demonstrated strong 

conceptual and operational merit, its effectiveness will 

ultimately depend on more than just technical sophistication. 

Realizing its full potential requires governance alignment, 

institutional coordination, and a willingness to rethink legacy 

approaches to risk in light of climate uncertainty. Bridging 

digital innovation with inclusive, adaptive, and ethically 

grounded governance is essential for shaping the resilient 

cities of the future. 

A. Key Findings 

The implementation of the Hybrid Digital-Physical Risk 

Management Framework across the case cities of Gaziantep, 

Mardin, Diyarbakır, and Adana demonstrates the 

transformative potential of Industry 4.0 technologies 

specifically IoT-enabled sensing, AI-powered forecasting, and 

blockchain-secured governance in strengthening urban 

disaster resilience. Compared to conventional approaches, the 

integrated model produced substantial operational, predictive, 

infrastructural, and economic improvements. 

One of the most significant advancements was in disaster 

response efficiency. By leveraging real-time IoT data and 

automated risk assessment, average emergency response times 

decreased from six hours to two a 67% improvement [43]. This 

reduction was achieved through automated early warning 

systems that minimized delays typically caused by manual 

interpretation and fragmented communication channels. 

Equally important was the improvement in predictive 

accuracy. Traditional forecasting methods, typically based on 

historical trends and static risk maps, averaged around 70% 

accuracy. With the deployment of advanced AI models LSTM 

for heatwaves and CNN for floods prediction accuracy 
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increased to approximately 90%. This 20% gain enabled more 

precise interventions, optimized resource deployment, and 

enhanced public trust in municipal risk communication. [44] 

Infrastructure resilience also saw notable gains. In 

Diyarbakır and Mardin, the application of structural 

monitoring systems and climate-adaptive cooling strategies 

contributed to an estimated 35% increase in infrastructure 

performance under stress conditions. These outcomes were 

enabled by digital twin simulations and continuous 

environmental monitoring, which supported data-driven 

maintenance and adaptive planning. 

Resource efficiency improved in parallel. Smart water and 

energy systems in Gaziantep and Mardin reduced waste by 

20% through predictive leak detection, real-time demand 

analysis, and automated distribution adjustments. These 

operational savings not only advanced sustainability goals but 

also redirected municipal budgets toward resilience-focused 

investments. 

Table 12. Measured Impact of the Hybrid Framework on Smart City 

Resilience 

Performance 

Metric 

Traditional 

Approach 

Industry 

4.0 

Approach 

Improvement 

(%) 

Ref. 

Disaster 

Response 

Time 

6 hours 2 hours -67% [43] 

AI Prediction 

Accuracy 

70% 90% +20% [44] 

Infrastructure 

Resilience 

50% 85% +35% [42] 

Water & 

Energy 

Efficiency 

High 

resource loss 

20% 

reduction 

in waste 

-20% [45] 

 

 

Fig. 10 Comparative Impact of Traditional vs. Industry 4.0-Based Risk Management 

From a financial perspective, while initial capital 

expenditures for sensor infrastructure and AI platforms are 

higher than in traditional systems, long-term cost efficiency is 

markedly improved. Traditional models incur persistent 

expenses due to inefficient maintenance, resource 

misallocation, and slower recovery. In contrast, the proposed 

framework minimizes these recurring costs through predictive 

maintenance, automation, and early intervention. 

The long-term return on investment is reflected in reduced 

damage costs, faster recovery timelines, and greater 

operational reliability. Moreover, once deployed, the system’s 

modular architecture enables cost-effective scalability to other 

municipalities. Maintenance expenses also decline over time 

due to reduced dependence on manual intervention and lower 

error rates. 

 

 

 

 

 

Table 13. Cost-Benefit Comparison of Traditional vs. Industry 4.0-Based 

Risk Management 

Factor Traditional 

Approach 

Industry 4.0 

Approach 

Initial 

Implementation Cost 

Low High 

Maintenance Cost Medium Low (automated) 

Risk Prediction 

Accuracy 

Moderate High (90%) 

Long-Term Cost 

Savings 

Limited Significant 

Scalability to Other 

Cities 

Low High 
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Fig. 11 Comparative Impact of Traditional vs. Industry 4.0-Based Risk 

Management 

In summary, the key performance metrics and economic 

evaluation confirm that a digitally integrated model of risk 

governance outperforms traditional frameworks across all 

major dimensions. Compared with international benchmarks 

such as the UNDRR Smart City Resilience Toolkit and the 100 

Resilient Cities framework the proposed system offers a more 

advanced and quantitatively validated approach. Its emphasis 

on real-time analytics, cyber-physical integration, and 

decentralized coordination marks a substantial step forward in 

climate-adaptive urban planning. 

The findings offer strong empirical and strategic 

justification for broader adoption, particularly in climate-

vulnerable regions seeking scalable, future-ready resilience 

strategies. 

B. Challenges and Limitations 

Although the Hybrid Digital-Physical Risk Management 

Framework demonstrates strong potential for advancing urban 

resilience, its deployment in mid-sized Turkish cities revealed 

several key challenges that must be addressed to ensure 

scalability, sustainability, and long-term impact. These 

challenges span technological readiness, infrastructure 

constraints, data governance, and institutional alignment. 

A primary limitation was the lack of comprehensive IoT 

sensor coverage. Many municipalities lacked the foundational 

infrastructure such as smart grids, wireless connectivity, and 

digitized utility systems needed to support dense sensor 

networks. High procurement and installation costs further 

constrained deployment, especially in economically 

disadvantaged areas. While the framework proposes a phased 

rollout beginning with high-risk zones, successful 

implementation ultimately depends on long-term investment 

planning and multi-tiered infrastructure development [17]. 

Data interoperability emerged as another critical barrier. 

Most municipal agencies operate with fragmented digital 

systems and incompatible data formats, impeding real-time 

information sharing and undermining coordinated emergency 

response. The absence of centralized data platforms or 

standardized communication protocols prevents the seamless 

integration of sensor inputs, AI forecasts, and municipal 

workflows. Addressing this issue requires unified digital 

governance structures and regulatory mandates to support 

standardized, cross-departmental data exchange. 

Cybersecurity risks also remain a significant concern. 

Although blockchain provides a layer of data integrity and 

auditability, municipalities often lack the technical expertise 

and institutional safeguards required to manage end-to-end 

security [34]. The effectiveness of decentralized architectures 

is limited without accompanying measures such as penetration 

testing, threat modeling, and cyber readiness training. 

Strengthening cybersecurity must be treated as an ongoing 

institutional commitment, not a one-time technical upgrade. 

Beyond technical and infrastructural hurdles, regulatory 

gaps pose a substantial obstacle. Türkiye currently lacks 

formal legal frameworks for AI and blockchain use in public 

governance. This legal ambiguity creates institutional 

hesitancy, limits automation, and reduces the potential for 

smart contracts to streamline disaster response. Moreover, the 

funding landscape remains fragmented, relying heavily on 

short-term grants rather than long-term public investment 

strategies. National-level policy interventions are needed to 

establish digital governance standards, enable legal certainty, 

and ensure consistent financial support for municipal 

transformation [7]. 

Table 14. Key Technical and Policy Challenges in Implementation [46] 

Challenge Cause Proposed Solution 

Limited IoT 

Sensor Coverage 

Infrastructure 

gaps, high costs 

Prioritized 

deployment in high-

risk zones 

Data 

Interoperability 

Fragmented 

digital systems 

Standardized data-

sharing protocols 

Cybersecurity 

Concerns 

Institutional 

capacity gaps 

Blockchain security, 

training, and audit 

mechanisms 

Regulatory Gaps Lack of AI and 

blockchain 

legislation 

Government-backed 

frameworks and 

sustainable funding 

 

 

Fig. 12 Policy and Infrastructure Challenges in Smart City Implementation 

[47] 

These challenges do not diminish the validity of the 

framework but underscore the complexity of integrating 

advanced digital tools into legacy urban systems. Future 

deployments must embrace a phased, adaptive approach, 

grounded in strong institutional partnerships, policy 

coherence, and targeted capacity-building. Importantly, as AI 

and blockchain technologies assume a greater role in public 
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governance, ethical issues such as data privacy, algorithmic 

transparency, and procedural accountability must be 

foregrounded. Adopting explainable AI methods and GDPR-

like data protection will be essential for maintaining public 

trust and aligning smart city innovations with democratic 

governance principles. 

C. Future Research Directions 

The deployment of the Hybrid Digital-Physical Risk 

Management Framework in Gaziantep, Mardin, Diyarbakır, 

and Adana has established a solid foundation for reimagining 

urban resilience through Industry 4.0 technologies. While 

initial results validate the framework’s design and operational 

efficacy, several promising areas for future investigation 

remain particularly in enhancing its adaptability, cultural 

sensitivity, and alignment with sustainability goals. 

A key direction involves expanding the framework to 

additional climate-vulnerable cities across Türkiye. Urban 

centers such as Istanbul and Konya present distinct 

environmental challenges flooding in low-lying, high-density 

regions, and chronic drought in inland agricultural zones. 

Applying the model in these varied contexts would allow 

researchers to refine hazard-specific AI tools, such as 

advanced flood forecasting systems and AI-optimized 

irrigation management, thereby improving the framework’s 

generalizability across different ecological and infrastructural 

settings. 

Equally important is the development of AI models tailored 

for historically significant urban environments. The cases of 

Mardin and Diyarbakır highlight the vulnerability of cultural 

heritage sites to seismic and climatic threats. Future work 

should explore how digital twin simulations and deep learning 

can model the behavior of historic structures under stress, 

enabling data-driven conservation strategies that reconcile 

climate adaptation with preservation ethics. These tools must 

account for structural idiosyncrasies, microclimate variations, 

and urban morphology to ensure context-sensitive resilience 

planning [48].  

Another critical research avenue involves integrating 

renewable energy systems into the existing risk management 

infrastructure. AI-driven energy management can forecast 

demand surges during extreme events, optimize renewable 

energy flows, and enhance grid stability. Coupling this with 

blockchain-enabled decentralized energy trading would allow 

for peer-to-peer electricity exchange based on predictive 

consumption, supporting both disaster resilience and carbon 

reduction goals. These innovations could make energy systems 

not only smarter but also more equitable and adaptive in crisis 

conditions. 

Table 15. Future Research Areas and Expected Benefits [45] 

Research Area Proposed 

Advancement 

Expected Impact 

AI-Based Urban 

Resilience 

Adaptive models for 

real-time disaster 

response 

Faster, context-

aware risk 

assessment 

Digital Twins 

for Historical 

Cities 

AI simulations for 

heritage preservation 

Protection of 

culturally 

significant urban 

assets 

Renewable 

Energy 

Integration 

AI-optimized smart 

grids with blockchain 

trading 

Sustainable energy 

use and disaster 

resilience 

 

 

Fig. 13 AI-Driven Renewable Energy Integration in Smart Cities [49] 

As cities transition toward digitally enhanced, climate-

resilient systems, ongoing research must move beyond 

technical optimization to engage deeply with social, cultural, 

and ecological dimensions of resilience. Interdisciplinary 

collaboration will be vital to ensure that smart city models 

remain inclusive, ethically grounded, and capable of adapting 

to the evolving challenges of the Anthropocene. 

VI. CONCLUSION 

This study has introduced and validated a Hybrid Digital-

Physical Risk Management Framework that integrates IoT-

based sensing, AI-driven forecasting, and blockchain-secured 

governance to enhance climate resilience in urban settings. 

Applied in four climate-vulnerable cities in Southeastern 

Türkiye Gaziantep, Mardin, Diyarbakır, and Adana the 

framework demonstrated significant improvements over 

conventional risk management approaches. 

Empirical results confirm the model’s operational efficacy: 

predictive accuracy increased by 20%, response times were 

reduced by 67%, and infrastructure resilience improved by 

35%. Smart energy and water systems further reduced resource 

waste by 20%, supporting both environmental and economic 

sustainability. These outcomes collectively underscore the 

potential of Industry 4.0 technologies to transition urban risk 

governance from reactive response to anticipatory, data-driven 

adaptation. 

Yet, technological innovation alone is not sufficient. 

Realizing the full potential of this framework requires parallel 

advancements in infrastructure, policy, and institutional 

capacity. Key priorities include expanding IoT coverage, 

developing adaptive AI models suited to diverse urban 

profiles, institutionalizing blockchain for transparent 

governance, and integrating renewable energy into disaster 

response systems. 

As urban risks intensify under climate change, the need to 

scale such frameworks is urgent. Wider adoption must be 

supported by standardized regulations for data sharing, robust 

digital infrastructure, and inclusive governance models that 

ensure transparency, accountability, and community trust. 

Future progress will depend on sustained investment, 
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regulatory alignment, and interdisciplinary collaboration 

among technologists, policymakers, and urban planners. 

This research offers a replicable blueprint for building 

climate-adaptive, digitally intelligent cities equipped not only 

to withstand emerging threats but to evolve with them in a 

sustainable, equitable, and forward-looking manner. 

VII. REFERENCES 

[1] V. Kartal et al., "Climate change trends in the Southeastern Anatolia 
region of Türkiye: Precipitation and drought," J. Water Clim. Change, 

2024. doi: 10.2166/wcc.2024.503. 
[2] S. Yılmaz et al., "Emergency Medicine Association of Turkey Disaster 

Committee Summary of Field Observations of February 6th 

Kahramanmaraş Earthquakes," Prehosp. Disaster Med., vol. 38, pp. 
415–418, 2023. doi: 10.1017/S1049023X23000523. 

[3] E. O. Çalıkoğlu et al., "Gaziantep Modeli: Afetler Sonrası Sağlıklı 

Toplumlar İçin Bütünleşik Anne-Çocuk Sağlığı Hizmetleri," Celal 
Bayar Üniversitesi Sağlık Bilimleri Enstitüsü Dergisi, 2023. 

doi: 10.34087/cbusbed.1400223. 

[4] Y. Melikoğlu and K. S. Kayihan, "Potential Usage of Mosques in 
Earthquake Management in Contemporary Cities: The Case of 

Diyarbakır," Mimarlık Bilimleri ve Uygulamaları Dergisi (MBUD), 

2023. doi: 10.30785/mbud.1291616. 
[5] B. Ilmaz, "Analysis Of Hydrological Drought Trends In The Gap 

Region (Southeastern Turkey) By Mann-Kendall Test And Innovative 

Şen Method," 2019. [Online]. 
Available: https://api.semanticscholar.org/CorpusID:199415562. 

[6] K. K. Singh, "Risk management in smart cities using big data," Int. J. 

Adv. Res. Commerce, Manag. Soc. Sci., 2025. 
doi: 10.62823/ijarcmss/8.1(i).7179. 

[7] T. F. Himdi, "A blockchain and AI-driven security framework for 

enhancing cybersecurity in cognitive cities," Adv. Artif. Intell. Mach. 
Learn., vol. 4, pp. 2908–2926, 2024. doi: 10.54364/aaiml.2024.44169. 

[8] B. Ojo et al., "Smart urban infrastructure: Leveraging IoT for enhanced 

resilience to climate change," Int. J. Sci. Res. Archive, 2024. 
doi: 10.30574/ijsra.2024.12.2.1363. 

[9] A. Saigal, "Advancements in smart transportation: A data analytics 

approach for urban mobility," World J. Adv. Res. Rev., 2025. 
doi: 10.30574/wjarr.2025.25.2.0581. 

[10] J. Tupa, J. Šimota, and F. Steiner, "Aspects of risk management 

implementation for Industry 4.0," Procedia Manuf., vol. 11, pp. 1223–
1230, 2017. doi: 10.1016/j.promfg.2017.07.248. 

[11] V. Gümüş et al., "Evaluation of meteorological time series trends in 

Southeastern Anatolia, Turkey," Geofizika, 2023. 
doi: 10.15233/gfz.2023.40.3. 

[12] M. Türkeş, "Climate and drought in Turkey," in Water Resources of 

Turkey, Springer, 2019. doi: 10.1007/978-3-030-11729-0_4. 
[13] M. K. Keleş and E. Kavak, "Climate analysis and weather forecasting 

with data mining: The case of Adana Province in Turkey," Curr. Trends 

Nat. Sci., 2022. doi: 10.47068/ctns.2022.v11i21.033. 

[14] J. Turek et al., "The role of Industry 4.0 technologies in driving the 

financial importance of sustainability risk management," Equilibrium. 

Q. J. Econ. Econ. Policy, 2023. doi: 10.24136/eq.2023.032. 
[15] V. Tecim and C. Tarhan, "Turkey’s Industry 4.0 adventure: Dream or 

realization," KnE Soc. Sci., pp. 426–437, 2020. 

doi: 10.18502/kss.v4i1.6004. 
[16] H. Zhang and X. Yang, "Design and implementation of an AI-driven 

hybrid framework for risk assessment," 2024. 

doi: 10.1109/ICAACE61206.2024.10548147. 
[17] A. S. Ghani, "Revolutionizing supply chains: A comprehensive study 

of Industry 4.0 technologies (IoT, Big Data, AI, etc.)," Int. J. Sci. Res. 

Eng. Manag., 2024. doi: 10.55041/ijsrem30037. 
[18] Suhail et al., "TRIPLE: A blockchain-based digital twin framework for 

cyber-physical systems security," 2024. 
doi: 10.1016/j.jii.2024.100706. 

[19] X. Romão and F. Pereira, "Smart disaster risk reduction and emergency 

management in the built environment," in Structural Integrity, 2021. 
doi: 10.1007/978-3-030-82430-3_14. 

[20] M. Lom, O. Přibyl, and M. Svítek, "Industry 4.0 as a part of smart 

cities," in 2016 Smart Cities Symposium Prague (SCSP), pp. 1–6, 2016. 
doi: 10.1109/SCSP.2016.7501015. 

[21] A. Pandit, "Digital twins in construction: Creating real-time replicas of 

large-scale projects," Int. J. Sci. Res. Eng. Manag., 2025. 
doi: 10.55041/ijsrem40755. 

[22] V. Astarita et al., "Risk reduction in transportation systems: The role of 
digital twins according to a bibliometric-based literature 

review," Sustainability, 2024. doi: 10.3390/su16083212. 

[23] M. Sasikala et al., "Integrating digital twins with AI for real-time 
intrusion detection in smart infrastructure networks," in 2024 Int. Conf. 

Intell. Algorithms Comput. Intell. Syst. (IACIS), pp. 1–6, 2024. 

doi: 10.1109/IACIS61494.2024.10721892. 
[24] S. Guikema and R. Flage, "Digital twins as a security risk?" Risk Anal., 

2024. doi: 10.1111/risa.15749. 

[25] N. Halawi-Ghoson et al., "A review on the static and dynamic risk 
assessment methods for OT cybersecurity in Industry 4.0," Comput. 

Secur., vol. 150, p. 104295, 2024. doi: 10.1016/j.cose.2024.104295. 

[26] E. Radvilė and R. Urbonas, "Digital transformation in energy systems: 
A comprehensive review of AI, IoT, blockchain, and decentralised 

energy models," Energetika, 2025. 

doi: 10.6001/energetika.2025.71.1.1. 
[27] P. J. Ramal and E. Anbalagan, "Emphasis interaction based Industry 

5.0 smart city digital twin’s technology," in 2024 7th Int. Conf. Circuit 

Power Comput. Technol. (ICCPCT), pp. 726–731, 2024. 
doi: 10.1109/ICCPCT61902.2024.10673201. 

[28] M. Y. Herath et al., "Edge AI-enabled road fixture monitoring 

system," Buildings, 2024. doi: 10.3390/buildings14051220. 
[29] S. Subramanian, "IoT and edge computing for smart manufacturing: 

Architecture and future trends," Int. J. Eng. Comput. Sci., 2024. 

doi: 10.18535/ijecs/v13i10.4922. 
[30] G. Walia, M. Kumar, and S. Gill, "AI-empowered fog/edge resource 

management for IoT applications: A comprehensive review," IEEE 

Commun. Surv. Tutor., vol. 26, pp. 619–669, 2024. 
doi: 10.1109/COMST.2023.3338015. 

[31] G. Bonino et al., "Machine learning methods to predict sea surface 

temperature and marine heatwave occurrence: A case study of the 
Mediterranean Sea," Ocean Sci., 2024. doi: 10.5194/os-20-417-2024. 

[32] P. Charan et al., "AI-enhanced early warning systems for natural 

disaster detection and mitigation using wireless sensor networks," 
in 2024 Second Int. Conf. Comput. Characterization Technol. Eng. Sci. 

(IC3TES), pp. 1–6, 2024. doi: 10.1109/ic3tes62412.2024.10877562. 

[33] D. Kolhatkar et al., "Blockchain applications in disaster management 
systems," in 2023 4th Int. Conf. Emerg. Technol. (INCET), pp. 1–7, 

2023. doi: 10.1109/INCET57972.2023.10170452. 
[34] J. S. Oliha, P. W. Biu, and O. C. Obi, "Securing the smart city: A review 

of cybersecurity challenges and strategies," Eng. Sci. Technol. J., 2024. 

doi: 10.51594/estj.v5i2.827. 
[35] L. Kanigolla et al., "Architecting digital twin for smart city systems: A 

case study," in *2024 IEEE 21st Int. Conf. Softw. Archit. Companion 

(ICSA-C)*, pp. 326–334, 2024. doi: 10.1109/ICSA-
C63560.2024.00061. 

[36] S. Çağlak and M. Türkeş, "Spatial distribution and future projections of 

thermal comfort conditions during the hot period of the year in 
Diyarbakır City, Southeastern Turkey," Sustainability, 2023. 

doi: 10.3390/su151310473. 

[37] I. Gkougkoustamos et al., "Correlation of ground deformation induced 
by the 6 February 2023 M7.8 and M7.5 earthquakes in Turkey inferred 

by Sentinel-2 and critical exposure in Gaziantep and Kahramanmaraş 

cities," GeoHazards, 2023. doi: 10.3390/geohazards4030015. 
[38] O. Tan, "Long-term aftershock properties of the catastrophic 6 

February 2023 Kahramanmaraş (Türkiye) earthquake sequence," Acta 

Geophys., 2024. doi: 10.1007/s11600-024-01419-y. 
[39] M. Ozturk, M. H. Arslan, and H. H. Korkmaz, "Effect on RC buildings 

of 6 February 2023 Turkey earthquake doublets and new doctrines for 

seismic design," Eng. Fail. Anal., 2023. 
doi: 10.1016/j.engfailanal.2023.107521. 

[40] S. Biswas et al., "Performance of a five-layer ANN model for 

earthquake magnitude prediction and spatial risk mapping in 
Turkey," Decis. Making Adv., 2024. doi: 10.31181/dma31202553. 

[41] M. Ahmadi et al., "Eigenvector spatial filtering enhancing natural 

hazards vulnerability assessment in a susceptible urban environment: A 
case study of Izmir earthquake in Turkey," Environ. Technol. Innov., 

2024. doi: 10.1016/j.eti.2024.103666. 

[42] A. A. Kelam et al., "An evaluation of seismic hazard and potential 
damage in Gaziantep, Turkey using site specific models for sources, 

velocity structure and building stock," Soil Dyn. Earthq. Eng., 2022. 

doi: 10.1016/j.soildyn.2021.107129. 
[43] A. Alloulbi, T. Öz, and A. Alzubi, "The use of artificial intelligence for 

smart decision-making in smart cities: A moderated mediated model of 

technology anxiety and internal threats of IoT," Math. Probl. Eng., 
2022. doi: 10.1155/2022/6707431. 

[44] M. Çavuşlu, "Assessing seismic crack performance of Diyarbakır 

Çüngüş masonry stone bridge considering 2023 earthquakes," Bitlis 

https://doi.org/10.2166/wcc.2024.503
https://doi.org/10.1017/S1049023X23000523
https://doi.org/10.34087/cbusbed.1400223
https://doi.org/10.30785/mbud.1291616
https://api.semanticscholar.org/CorpusID:199415562
https://doi.org/10.62823/ijarcmss/8.1(i).7179
https://doi.org/10.54364/aaiml.2024.44169
https://doi.org/10.30574/ijsra.2024.12.2.1363
https://doi.org/10.30574/wjarr.2025.25.2.0581
https://doi.org/10.1016/j.promfg.2017.07.248
https://doi.org/10.15233/gfz.2023.40.3
https://doi.org/10.1007/978-3-030-11729-0_4
https://doi.org/10.47068/ctns.2022.v11i21.033
https://doi.org/10.24136/eq.2023.032
https://doi.org/10.18502/kss.v4i1.6004
https://doi.org/10.1109/ICAACE61206.2024.10548147
https://doi.org/10.55041/ijsrem30037
https://doi.org/10.1016/j.jii.2024.100706
https://doi.org/10.1007/978-3-030-82430-3_14
https://doi.org/10.1109/SCSP.2016.7501015
https://doi.org/10.55041/ijsrem40755
https://doi.org/10.3390/su16083212
https://doi.org/10.1109/IACIS61494.2024.10721892
https://doi.org/10.1111/risa.15749
https://doi.org/10.1016/j.cose.2024.104295
https://doi.org/10.6001/energetika.2025.71.1.1
https://doi.org/10.1109/ICCPCT61902.2024.10673201
https://doi.org/10.3390/buildings14051220
https://doi.org/10.18535/ijecs/v13i10.4922
https://doi.org/10.1109/COMST.2023.3338015
https://doi.org/10.5194/os-20-417-2024
https://doi.org/10.1109/ic3tes62412.2024.10877562
https://doi.org/10.1109/INCET57972.2023.10170452
https://doi.org/10.51594/estj.v5i2.827
https://doi.org/10.1109/ICSA-C63560.2024.00061
https://doi.org/10.1109/ICSA-C63560.2024.00061
https://doi.org/10.3390/su151310473
https://doi.org/10.3390/geohazards4030015
https://doi.org/10.1007/s11600-024-01419-y
https://doi.org/10.1016/j.engfailanal.2023.107521
https://doi.org/10.31181/dma31202553
https://doi.org/10.1016/j.eti.2024.103666
https://doi.org/10.1016/j.soildyn.2021.107129
https://doi.org/10.1155/2022/6707431


Kendirci et. al.,  Industry 4.0 Driven Risk Management for Climate Resilient Smart Cities A Hybrid Framework for Southeastern Türkiye, 

SIAP2025, Gaziantep, Türkiye 

262 

Eren Üniversitesi Fen Bilimleri Dergisi, 2023. 
doi: 10.17798/bitlisfen.1263557. 

[45] Y. Li, "AI-Enhanced Digital Twins for Energy Efficiency and Carbon 

Footprint Reduction in Smart City Infrastructure," Appl. Comput. Eng., 
2025. doi: 10.54254/2755-2721/2025.20569. 

[46] J. Ali et al., "A deep dive into cybersecurity solutions for AI-driven 

IoT-enabled smart cities in advanced communication 
networks," Comput. Commun., 2024. 

doi: 10.1016/j.comcom.2024.108000. 

[47] K. Wang et al., "Analyzing the adoption challenges of the Internet of 
Things (IoT) and Artificial Intelligence (AI) for smart cities in 

China," Sustainability, vol. 13, no. 19, p. 10983, 2021. 

doi: 10.3390/su131910983. 
[48] Z. Ni et al., "Improving energy efficiency while preserving historic 

buildings with digital twins and artificial intelligence," IOP Conf. Ser.: 

Earth Environ. Sci., vol. 863, no. 1, 2021. doi: 10.1088/1755-
1315/863/1/012041. 

[49] A. S. K. Darwish et al., "Artificial intelligence for sustainable energy 

transition: Optimising renewable energy integration and 
management," ARID Int. J. Sci. Technol., 2024. 

doi: 10.36772/arid.aijst.2024.7134. 

https://doi.org/10.17798/bitlisfen.1263557
https://doi.org/10.54254/2755-2721/2025.20569
https://doi.org/10.1016/j.comcom.2024.108000
https://doi.org/10.3390/su131910983
https://doi.org/10.1088/1755-1315/863/1/012041
https://doi.org/10.1088/1755-1315/863/1/012041
https://doi.org/10.36772/arid.aijst.2024.7134

